DAl HOC QUOC GIA HA NOI
TRUONG PAI HQC CONG NGHE

Pong Pham Khoi

GIAl PHAP BAO MAT BANG PHAN CUNG CHO CAC
THIET BI INTERNET-OF-THINGS.

Chuyén nganh: Ky thuat bién ti
Ma sé: 9510302.01

TOM TAT LUAN AN TIEN Si
CONG NGHE KY THUAT BIEN TU - VIEN THONG

HA NQI — 2022




Cong trinh dugc hoan thanh tai: Truong Pai hoc Cong nghé,

Dai hoc Quéc gia Ha Noi

Ngudi huéng dan khoa hoc: 1. PGS. TS. Tran Xuén TU

2. TS. Nguyén Kiém Hung

Phan DIEN: ..o

Luan &n s& dugc bao vé truéc Hoi dong cap Pai hoc Qudc gia

Cham 1uan &N tién SThOP tal c..vvveveceeeeeeeeeeeeee e

vao hoi gio ngay thang nam

C6 thé tim hiéu luan &n tai:
- Thu vién Qudc gia Viét Nam

- Trung tdm Théng tin - Thu vién, Dai hoc Qudc gia Ha Noi




TOM TAT LUAN AN

Internet van vat (Internet of Things - 10T) da mé ra mét cudc cach
mang trong viéc giao tiép giita con ngudi - dd vat va gitra cac do vat
vé6i nhau. 10T 12 mdt xu huéng mai, tuy nhién ciing tao ra nhiéu thach
thirc méi vé an ninh va sy riéng tu thong qua viéc két ndi vai cac thiét
bi va dich vu phd bién trén Internet. Dé cd thé khai thac duoc nhirng
tiém nang to 16n ma loT mang lai, con nhiéu van d& can phai giai quyét
dic biét 1a vin d& bao mat cho céc thiét bj va hé théng 1oT.

Theo mot nghién ciru gan ddy ctia D 4n an toan ing dung web mo
(Open Web Application Security Project - OWASP) thi c6 téi gan 3/4
thiét bi IoT c6 nguy co bi tin tac tan cong va xam hai. Nghién ctu nay
ciing chi ra mot s6 nguy co bao mat phé bién nhit ddi véi cac thiét bi
loT. Bat ky ngudi ding nao truy cap vao thiét bi qua két ndi di dong
déu c6 thé bi tan cong bai 15 hong nay do tinh khong dam bao an toan
cua cac dich vu mang, dac biét 1a cac dich vy vo tuyén. Ké tan cong
sir dung cac dich vu mang d& bi tin cong dé tan céng vao thiét bi.

Chinh vi vay viéc nghién ciru cac giai phap bao mat cho cac thiét
bi 10T 1a van d& can duoc quan tdm nghién ctu. Cac thiét bi loT
thuong rt da dang vé chuang loai, c6 thiét bi c6 hé didu hanh, nhung
ciing c6 rat nhiéu thiét bi 1a cac hé thong nhiing khéng cé hé diéu hanh
do d6 viéc phét trién mot phan mém bao mat chung cho tat ca cac thiét
bi IoT 1a diéu rat kho thuc hién. Hon nita véi cac thiét bi loT cd ngudn
tai nguyén han ché viéc thuc hién ma hoa va giai ma bang phan mém
1a khong phu hop do chiém nhiéu tai nguyén cua thiét bi, tiéu ton ning
lwong va co thé khong dap tng dugc yéu cau thoi gian thuc, viéc sir
dung c4c phan mém bao mat ciing 4n chira nhiéu nguy co bi tin tic tin
cong. Do d6 viéc phat trién cAc giai phap bao mat phan ctng cho thiét
bi 10T Ia mot giai phdp phu hop.



Bao mat an toan thong tin khi truyén qua mang géom cac van dé
nhu: Tinh bao mat, tinh x&c thuc, tinh toan ven di liéu... Trong do
bao mat dit liéu 1a mot trong cac van dé caa bao mat va an toan thong
tin. Céc thuat toan ma hoa bao mat dit liéu tiéu biéu nhu DES (Data
Encryption Standard), Triplle DES... Trong d6 thuat todn AES
(Advanced Encryption Standard) dugc ra doi nam 2000 va dugc chuan
hoa boi Vién Tiéu chuan va Cong nghé Québc gia Hoa Ky da dugc sir
dung rong réi trén pham vi toan thé gisi va duoc st dung trong nhiéu
chuan truyén théng cua IEEE. AES cé nhiéu wu diém: tinh bao mat,
tinh hiéu qua khi thuc hién trén phan mém va phan cang, toc 4o, do
chinh xé&c khi ma hoa, giai ma va tinh kha thi. Ngay nay cac van dé
nghién curu trién khai AES bang phan cing theo cac hudng tdi wu hoa
codng suit tiéu thy, van dé vé bang thong van dugc quan tdm nghién
cuu.

Tur nhitg phan tich, danh gia trén, luan an dat ra muc tiéu Ia
nghién clru nhu sau:

- Nghién ctru cac van dé co ban cia bao mat bang phan cing cho
céc thiét bi Internet of things. Nghién ciru cac phuong phép trién khai
thuat todn AES bang phan ciing. Nghién ctiu céc k§ thuat co ban dé
thiét ké cac vi mach tiéu thy ning luong thap. Dé xuat céc giai phép,
ky thuat thuc thi bo ma hoa AES bang phan cing c6 hiéu niang cao.

- Nghién ctru cac phuong phap tdi uu cong sudt tiéu thu cho phan
clng da 15i AES. Dé xuat phuong an giam cong suat tiéu thu ciia phan
ctmg da 15i AES bang k§ thuat clock gating st dung mang SNN. Dé
xuit thuat toan tao bo dir liéu huan luyén mé hinh SNN. Bé xuét kién
trdc phan cing cua nén tang AES da 13i va phan cting bo didu khién
cong suat thap SNN.

Dé dua ra giai phap ding din thyc hién myc tiéu nghién ciu dé
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ra, luan an sir dung cac phuong phap nghién ciru nhu sau:

- Tim hiéu tong quan ly thuyét vé thuat toan ma hda bao mat AES,
céc phuong phap trién khai AES bang phan ciing va céc cong trinh
lien quan. Tong quan ly thuyét vé céc ky thuat cong suat thap trong
thiét ké cac vi mach tich hop. D& xuét cac thiét ké phan cing AES
hiéu ning cao, cong suét tidu thu thap.

- Sir dung cac cong cu thiét k&, md phong, thuc thi phan cing dé
trién khai cac kién tric ma hda AES tir d6 phén tich cac yéu t6 vé hiéu
ning va cong suat tiéu thu cua hé thong. D& xuat giai phap cai tién
bang thong va cong suét tiéu thu cia hé thdng bang viéc st dung kién
tric da 16i AES va phuong phap ngat xung dong hd (clock gating) cho
céc 16i AES bang phan cimng Spiking Neural Network.

- Str dung cac cong cu thiét k&, mo phong dé trién khai cac kién
trdc phan cung AES. Phan tich hiéu ning va cong suat tiéu thy cua hé
thdng. Dé xuat giai phap cai tién bang thong va cong suat tiéu thu cua
hé théng nhu sir dung kién tric da 16i AES va phuwong phap ngat xung
ddng hd (clock gating) cho céc 16i AES bing phan cung Spiking
Neural Network.

Chuong 1. TONG QUAN

Trong chuong nay tac gia di trinh bay mot s6 khai niém vé bao
mat va an toan thong tin, lich sir ra doi cua thuat todn mé héa bao mat
AES. M0 hinh thuat toan va cac phép bién dbi ciing duoc trinh bay
mot cach chi tiét. TAc gia ciing tap trung phan tich cac tham s danh
gia trong qua trinh thyuc thi chuan ma AES bang phan cimg nhu bang
thong, d6 tré, cong suat tiéu thu, chi phi dién tich...Lu4n 4n ciing phan
tich va danh gia hiéu qua cua cac cong trinh thuc thi AES bang phan
clmg, phan tich cac wu, nhugc diém dé 1am co so dinh huéng nghién
ctru cho cAc phan tiép theo. Céac kién triic va cac phuong an thyc thi
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AES bang phan cimg ciing dwgc phan tich va tong hop. Trong do trién
khai kién triic AES thong lugng cao sir dung cac kién triic m4 hoa song
song, k¥ thuat duong dng bén trong, bén ngoai cac tang ma hoa, kién
trac da 18i. Cac k¥ thuat dé giam cong suit thiét ké nhu phan chia mién
clock, giam tan sé xung nhip, t&i wu hoa tai nguyén phan cung, tdi uu
hoa thuat toan, ngét xung déng hd, power gating. .. ciing duoc dé cap
dé tim ra mot huéng tiép can pha hop cho dinh huéng nghién ciru cua
luan an.

1.1. Thuat toan AES

Cipher Key Plaintext Plaintext Cipher Key
128 bits 128 bits 128 bits

Hinh 1.1. M6 hinh thuat toan AES-128.

Hinh 1.1 md ta mo hinh thuat toAn AES-128. Ma hoa AES la bd
ma hoa theo khéi 128-bit va 1a mot thuat toan ma héa khéi dbi xing,
nghia la thuat toan mé hoa va giai ma st dung chung mot khoa, thuat
toan giai ma la phép toan ngugc cua thuat toAn ma hoa. AES dung 4
phép bién doi chinh ¢ ma hda mot khi dir liéu 12: Add Round Key,
Substitute Bytes, Shift Rows, Mix Columns véi cac phép bién ddi
nguoc twong (ng la Inverse Sub Bytes, Inverse Shift Rows, Inverse Mix
Columns. Riéng phép bién ddi Add Round Key don gian chi 1a phép



XOR nén phép bién ddi nguoc ciing 1a Add Round Key. Mdi phép bién
d6i nhan tham sé dau vao c6 kich thudc 128-bit va cho ra két qua ciing
c6 kich thudc 128-bit. Trong AES, s6 vong ma hoa phu thudc vao kich
thuac cua khoa. Tuong tng bang 10, 12 hoic 14 cho céac khoa 128-,
192- hoic 256-bit.

Van dung cac phép bién d6i nguoc trén, thuat toan giai ma AES
cling gdm 10 vong thuc hién theo chidu nguoc lai. Kich thudc khoa
ban dau 1a 128 bit (gdm 16 byte). AES dung ham Expand Key dé mo
rong kich thuac khoa thanh 44 tir (word) 32 bit. 44 tir nay dugc chia
thanh 11 cum khéa con, mdi khda con 4 tir 1am tham sb cho 11 thao
tac Add Round Key.

1.2. Cac phwong an thuc thi AES bang phan cirng
Kién tric thong lugng cao
- Sir dung cac kién triic ma hda song song, céc ki thuat duong
ong
- Kién trac da 15i
Cong suat tiéu thu thap
- Kién trac: 8, 16, 32, 64 duong dit liéu (datapath);
- St dung kién tric vong lap
- Ky thuat thiét ké cong suat thap
Ti wu tai nguyén phan ciing, cong suat tiéu thu
- Swu dung céc kién trac lap 1 phan
- St dung céc cong logic thay cho bang tra ciu S-Box
Tai cAu hinh: Tai cAu hinh AES-128, 192, 256
Chuong 2. THIET KE PHAN CUNG PON LOI AES

Noi dung chinh trong Chwong 2 1 dé xuat kién trac AES don 151,
di sau vao chi tiét thiét ké kién tric phan cing cua 16i AES. Kién tric
16i don AES duoc thiét ké voi ngdn ngir md ta phan cang VHDL, md
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phong va kiém ching cac chirc ning trén ModelSim va téng hop phan
ctng voi Design Compiler cua Synopsys véi thu vién NAND GATE
45nm.
2.1. Pé xuat kién tric phan cing don 156i AES

Kién triic phan cimg AES dugc dé xuat trong Hinh 2.1. B¢ dat
dugc thong luong cao, ki thuat duong 6ng bén ngoai cac tang ma hoa
dugc thyc hién bang cach chén céc thanh ghi vao giira céc tang ma
hoa.

AESTOP

NewCipherKey_S|

START

CipherKey_IN

Clk

PlainText_IN

CipherText_OUT

RESET

Hinh 2.1. D& xuit kién tric phan ctiing cua AES.

Kién tric gom 11 ting ma hda. Mdi tang ma hoa dugc thiét ké la
cac mach lo-gic t6 hop, trong d6 ting dau tién chi thuc hién phép XOR
128 bit dit liéu véi 128 bit khéa chinh, 9 ting tiép theo giéng hét nhau
(Cipher Round) gdom 4 phép bién dbi SubMatrix, ShifMatrix,
MixMatrix va AddRoundKey, riéng tang cudi cung chi cé 3 phép bién
d6i la SubMatrix, ShifMatrix va AddRoundKey. Kién trac duong dng
bén ngoai cac tang ma hoa dam bao khi dit liéu dién day trong c4c tang
duong dng thi mdi chu ky xung nhip ma hoa dugc mot khéi dit liéu
128 bit. Phan tiép theo trinh bay chi tiét kién tric phan cung va cac
mo-dun cua AES va két qua md phong trén cong cu ModelSim.

2.2. Két qua tong hep phan cieng va thao luan
Chi tiét cac két qua thuc thi phan cting & tan s6 hoat dong 870 MHz
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dugc trinh bay trong Bang 2.1, thiét ké nay dat duoc thong luong cao
111,3 Gbps, véi muc tiéu thu dién nang 56,3 mW. Chi phi dién tich la
0,13 mm? (164,5 kGates). Tir day c6 thé tinh dugc hidu qua sir dung
phan ctng 1a 856 Gbps/mm?.

Bang 2.1. Két qua thyc thi phan ctng.

Cong nghé (nm) 45
Tan s6 xung nhip (MHz2) 870
Dién tich (mm?) 0,13
Do tré (ns) 12,6
Dién tich (kGate) 164,5
S6 xung nhip can thiét ¢&& ma hoa mot khoi 11
dir liéu

Bang thong (Gbps) 111,3
Cong suat tiéu thu (mW) 56,3
Hiéu qua st dung dién tich (Mbps/kGate) 676,6
Hiéu qua st dung dién tich (Gbps/mm?) 856,1
Hiéu qua st dung nang lugng (Gbps/W) 1977

Két qua trién khai kién tric phan cting trén cong nghé ASIC 45nm
duoc so sanh vai cac cdng trinh lién quan trong Bang 2.2. Thiét ké
dugc dé xuat khdng chi c6 do tré thip ma con hiéu qua cao trong viéc
st dung tai nguyén phan ctang. Trén cung cong nghé 45nm, thiét ké
cua luan &n dat duoc thong luong gap doi so voi thiét ké cua Mathew
va céc cong su. Hiéu qua str dung dién tich ciing 16n hon 2,4 1an, do
tré thip hon 2 1an, mat khéc, cong suat tiéu thy ciing thap hon 2,2 1an.
Trong kién tric AES cua Sayilar va D. Chiou, mic di thong lwong cao
hon nhung hiéu qua str dung tai nguyén phan cing thap hon 400 1an
va muc tiéu thu cong suét cao hon109 1an so véi thiét ké duge dé xuat.
So sanh vé dién tich, kién tric AES dugc dé xuat nho hon 48 1an so
véi thiét ké cua Sayilar va D. Chiou.
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Hinh 2.2. So sanh hiéu qua st dung dién tich va nang lugng.

Vé& do tré, kién trac duoc dé& xuat co do tré thap nhat so véi

cac cong trinh trong Bang 2.2. Do d6, kién tric nay phu hop véi cac
ng dung thoi gian thyc. Hinh 2.2 thé hién hiéu qua sir dung ning
lwong va hiéu qua sir dung dién tich caa thiét ké duoc dé xuat cao hon

s0 véi cac cong trinh lién quan khac.
Bang 2.2. So sanh ket qua thuc thi phan cirng trén céng nghé ASIC.

S xung | Cong | Dign Dign | Cong | Thong | Do Hicu qua sir Hicu qua s
Cong trinh CLK nhip ma | ngh¢ | tich tich suit | lweng tré dung ndng | dyng dign
MH2 | hsa | (m) | mm?) | kGate) | mw) | (@bps) | (n9) lugng tich
(Gbps/W) | (Gbps/mm?)
Mathew et al. 2100 55 45 0,15 125 53 26,2 424 353
Sayilar and D. Chiou 1000 20 45 6,32 6179 128 20 20,7 20,3
Alietal 1015 21 180 - - 130 20,7 - -
Liu et al. 255 - 90 0,104 71 2,97 - 418 28,6
Rahimunnisa et al. 200 55 130 0,1 40 25,6 275 640 256
Erbagci et al. 2200 44 65 0,75 - 523 275,2 20 526 367
Hodjat et al. ver.1 234 11 180 - 180 - 30 47 - -
Hodjat et al. ver.2 547 41 180 - 275 - 70 74,9 - -
Our Work 870 11 45 0,13 164,5 56,3 111,3 12,6 1977 856,1

2.3. Két luan chuwong

Chuong nay da dé xuat kién tric phan cimg AES don 16i phu hop

VGi cac ting dung thong luong cao va yéu cau thoi gian thyc. Kién tric

ma hda song song va k§y thuat duong dng dugc st dung dé tang te do

ma hda va giam do tré. Két qua thuc thi phan cing trén cong nghé
ASIC 45nm cho thay thiét ké c6 thé hoat dong ¢ tan sé ti da 870 MHz




va dat duoc théng luong cao 111,3 Gbps va co do tré thap (12,6 ns)
trong khi ¢6 hiéu qua sir dung dién tich (856 Gbps/mm?) va hiéu qua
sir dung ning luong (1977 Gbps/W) cao hon mét s6 cong trinh lién
guan khac.

Mic du kién trac AES 15i don duge dé xut trong chuong nay dat
dugc théng luong tuong ddi cao, hiéu qua sir dung dién tich va ning
luong kha tét. Tuy nhién van chua dap tmg dugc toc do cua mot sd
chuan truyén théng thé hé moi (vi du IEEE P802.3bs 2017 quy dinh
tdc do dir liéu ti da 1én dén 400 Gbps). Huéng phat trién tiép theo l1a
dé xuat kién triic AES da 13i ¢6 hiéu qua sir dung nang lwong va hiéu
qua sir dung tai nguyén phan cing tét hon véi thong luong 1én dén vai
tram Gbps, dap (g cAc tiéu chuan truyén thdng bang thong rong hién
tai va tuong lai.

Chuong 3. THIET KE PHAN CUNG PA LOI
MCRYPTCORES

Chuong nay dé xuat kién tric phan cimg mi héa AES da 15i
(MCryptCores) dé dat dugc bo ma hoa thong lugng cao, do tré nho
dap g yu cau ma hda bao mat cuia cac chuan truyén thong moi. Bé
giam chi phi dién tich va cong suét tiéu thy, céc 16i AES s& duing chung
khéi Tao khoa con (KeyExpansion). Ky thuat ma héa song song va ky
thuat duong 6ng (pipeline) &p dung bén ngoai cic vong AES ciing
dugc &p dung cho kién tric xuat dé tang thong lugng va giam do tré.
Thiét ké cia MCryptCores duoc md hinh héa & mirc RTL (Register-
Transfer-Level) st dung ngdn ngit VHDL sau dé duoc téng hop trén
cong nghé CMOS 45 nm st dung céng cu Design Compiler cua
Synopsys.

3.1. Thiét ké kién trac phan cimg da 16i MCryptCores
Kién trac AES da 161 MCryptCores dugc dé xuat dugc mo ta trong
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Hinh 3.1. Kién tric nay bao gom N 13i AES don, hoat dong song song
dé tang tbc d6 ma hda. Vi vay, mdi chu ky xung nhip ma hoa duoc
128x N bit dit liéu dau vao. Thong thuong, mdi 16i AES ¢6 mot khi
Tao khoa con (KeyExpansion) duoc sir dung dé tao cac khoa con cho
mdi ting ma héa AES. Kién trdc cua cac 16i don AES duoc ké thura tir
kién trac dugc dé xuét trong Chwong 2. Tuy nhién, dé giam dién tich
va cOng suit tiéu thu, chuong nay dé xuit kién trac McryptCores véi
cac 16i AES dung chung khéi Tao khda con (KeyExpansmn)

in1 Datain 2 Datain N
ua ‘us 12!

nnnnnn 1 Boundiey 1
Boundey 2 Boundney 2

125 us 12!
Dataout1 Data out N

AES CORE -2
AES CORE -N

AES CORE -1

Hinh 3.1. Kién tric phan cang da 18i MCryptCores.

3.2. Két qua tong hop phan cirng va thao luan

Cong suat tiéu thu va chi phi dién tich ti 1& thuan voi sb 16i AES
trén chip. Tuy nhién, vi kién trac da 16i MCryptCores dung chung
Khéi Tao khoa con (KeyExpansion), nén tiét kiém nang lugng hon va
c6 hiéu qua st dung dién tich cao hon so véi kién trac 16i don. V6i
mot 16i trén chip, hiéu suit ning luong 1a 1977 Gbps/W va hiéu qua
dién tich 12 956 Gbps/mm?. Véi 10 16i trén chip, hiéu suat sir dung
nang lugng va dién tich ciia MCryptCores cao hon han, lan lugt 2377
Gbps/W va 983 Gbps/mm?. Do d6, kién tric 10 18i MCryptCores tiét
kiém nang lwong hon 20% va hiéu qua st dung dién tich cao hon 28%
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so véi kién trac 16i don. Mit khac, so véi cac cong trinh lién quan,

kién trac da 161 duoc dé xuét tiét kiém hon vé dién tich va cong suét

tiéu thy.

3000

2000

1000

Throughput (Gbs)

Energy Efficiency (Gbps/W)

Area Efficioncy (Gbps/mm2)

a

Hinh 3.2. So sanh thong luong va hiéu niang cua cac kién tric da 16i.

Véi Kién triic 16i don (N=1), thong luong 1a 111,3 Gbps, nhung véi
kién tric 10 16i AES (N=10), thong lugng 1én dén 1 Tbps. Nhu vay
cac kién tric nay co thé dap wng cac yéu cau vé toc do ma hda dix lisu

dbi voi cac tiéu chuan truyén thdng hién tai va trong twong lai. Vi du
kién tric 4 16i (N=4) c6 thong lwong 433,7 Gbps dap tng yéu cau
truyén dir liéu 400 Gbps cua P802.3bs 2017.

Bang 3.1. Két qua thuc thi kién tric MCryptCores trén céng nghé

CMOS 45 nm.
6 I5i Fonx Djén Djén Cﬁr)g Théng Dg Hiéu qua H_iéu qua’ Thﬁng~_
trén chip (MH2) tlch2 tich suat lwgng tré ning lugng dién tlch2 lwgng/IGi
(mm?*) | (kGate) (mW) | (Gbps) (ns) (Ghps/W) (Gbps/mm®) | (Gbps/core)
116i (N=1) 870 0,13 164,5 56,3 111,3 12,6 1977 856 111,3
2 16i (N=2) 847 0,24 303,6 102,7 216,8 13,0 2111 903 108,4
3 16i (N=3) 847 0,34 431,9 142,0 325,2 13,0 2289 956 108,4
4 16i (N=4) 847 0,45 561,1 177,6 433,7 13,0 2442 964 108,4
5 16i (N=5) 847 0,55 690,9 238,1 542,1 13,0 2277 986 108,4
6 16i (N=6) 833 0,65 815,2 278,7 639,7 13,2 2296 983 106,6
7 16i (N=7) 833 0,75 945,7 3119 746,4 13,2 2393 989 106,6
8 16i (N=8) 820 0,85 1062,6 366.4 839,7 134 2292 990 105,0
9 16i (N=9) 800 0,94 1178,5 374,8 921,6 13,8 2459 980 102,4
10 18i (N=10) 800 1,04 1305,9 430,9 1024,0 13,8 2377 983 102,4
Bang 3.1 so sanh théng luong cua kién tric AES 10 13i

MCryptCores vai cac cong trinh lién quan. Kién trac dé xuat c6 théng
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lwong 1024 Gbps thap hon so vai cong trinh [7] (sir dung GPU Tesla
V100), nhung cao hon cac cong trinh s dung GPU, FPGA va ASIC
khac.
Bang Error! No text of specified style in document..1. So sanh
thong luong cua kién triic AES da 16i
vai cac cong trinh lién quan.

Coéng trinh Nén ting S6 16i Th‘zg%;‘;)"“g
[1] 2019 65 nm CMOS 9 cores AES CCM 13,54
[2] 2015 multiple FPGAs 20 core AES GCM 883
[3] 2010 FPGA Xilinx Virtex-5 4 cores AES GCM 119,3
[4] 2012 Intel® Xeon® X7560 Processors 32 cores 6,6
[5] 2017 NVIDIA GeForce GTX 1080 GPU 8 cores AES-ECB 279,86
[6] 2017 NVIDIA Tesla P100-PCle AES-ECB 605,9
[7] 2019 Tesla V100 GPU AES-ECB 1380
[7] 2019 Tesla V100 GPU AES- CTR 1470
[8] 2014 Radeon HD 7970 AES-ECB 205

Our work 45 nm CMOS 10 cores AES-ECB 1024

3.3 Két luan chuong

Chuong nay da dé xuat kién tric MCryptCores c6 thong luong ma
hoa cao. Két qua thuc thi phan ciing chitng minh rang kién tric
MCryptCores dat dugc thong luong Ién téi 1 Tbps vai 10 16i AES trén
chip.

Céc 18i AES str dung chung khéi Tao khda con (KeyExpansion),
do do tiét kiém dién tich va dién nang tiéu thy hon. Véi 10 I8i AES,
MCryptCores c6 hiéu qua stir dung nang lugng lén hon 20% va hiéu
qua st dung dién tich 16n hon 28% so véi kién tric 15i don. Két qua
tong hop phan cimg ciing dugc so sanh véi cac cong trinh khéc st
dung FPGA, ASIC, GPU... Vé4i 10 18i trén chip, kién trac
MCryptCores dat dugc théng luong I6n, hiéu qua cao vé dién tich va
cong suat tiéu thu.

Kién tric MCryptCores c6 do tré thap 1 13,8 ns (vai 10 16i), vi vay
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n6 phu hop vai cac ung dung thoi gian thuc. Mat khac, thong lwong
cao trong thiét ké ciing dap ung cac yéu cau bao mat dit liéu trong céc
tiéu chuan truyén thdng méi nhu IEEE P802.3bm 2015, véi tée do 100
Gbps hoic IEEE P802.3bs 2017 c6 toc do truyén dit liéu 1én dén 400
Gbps.
Chuong 4. THIET KE PHAN CUNG PA LOI
SPIKE-MCRYPTCORES

Trong chwong nay, luan 4n dé xuat kién tric Spike-MCryptCores,
day 1a kién trac AES da 161 voi bo diéu khién cong suét thap lay cam
hing tir ndo bo. Spike-MCryptCores sir dung nhiéu 16i AES dé ting
tbc do ma hoa. Bé giam cdng suat tiéu thu, Spike-MCryptCores st
dung chién lugc diéu khién ngét xung dong hd dé bat/tat xung nhip
ctiia mdi 16i. Dé diéu khién ngét xung ddng hd, Spike-MCryptCores sir
dung spiking neural networks (SNN), dwoc iy cam hing tir ndo bo.
SNN gan déy da tro nén pho bién do phan cimg twong d6i don gian va
t6n it nang luong. Mac du ¢d rat nhidu mé hinh va mach no-ron, nhung
mot mé hinh cho phan cing SNN véi chi phi dién tich nho va céng
sut thap 1a muc tiéu cua luan &n. M hinh Leaky-Integrated-and-Fire
duoc lya chon 1am mé hinh no-ron do ¢ phan cimg don gian trong
khi van duy tri cac tinh ning hop ly v& mit sinh hoc cua né.
4.1. Kién trac Spike-McryptCores

Phan nay trinh bay kién tric tong quan cua hé thong AES da 15i
cong suat thap véi bo diéu khién ldy cam hang tir ndo bo (nén tang
Spike-MCryptCores). Sau d6 md ta chi tiét tirng mé-dun cua hé thong
nay.

4.1.1. Kién tric téng quan

Spike-MCryptCores bao gdm hai phan chinh: Phin mém va Phan
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cing nhu trong Hinh 4.1. Hinh 4.1(a) m6 ta qua trinh duoc thyc hién
trén phan mém, bao gom cac budc sau: (1) tao di liéu training dya
trén cac kich ban khac nhau cua dit liéu dau vao va luu n6 vao file
.csv; (2) huan luyén md hinh SNN bang cach sir dung cac kich ban di
liéu duoc tao trong giai doan 1, ddnh gid mo hinh va tinh toan tham sd
(hyperparameter), trong s6 (weight) va do léch (bias) cho phan cang
Spike-MCryptCores. Vai trd chinh ciia Phan mém la tao ra mot s6 kich
ban di liéu chung va sir dung ching dé dao tao SNN. V&i md hinh
SNN di dugc dao tao, hé thong c6 thé du doan su thay ddi cua toc do
dir liéu va dua ra cach diéu chinh phu hop. N6i cach khac, mé hinh
SNN s& du doan s6 18i AES can dugc bat dé méa hoa dit ligu dén. Néu
qua nhiéu 15i dugc kich hoat, ¢6 nhiing 16i khong str dung va né sé
tidu ton dién nang. Mt khéc, néu qua it 16i dugc kich hoat, né sé tao
ra su ¢6 nut chai (bottleneck) vi thong lugng Spike-MCryptCores nho
hon tdc do dir liéu dén. Do do, viéc quyét dinh s6 luong 15i dugc kich
hoat Ia rat quan trong.

(a) Software |
Select Part SNN network model and learning
P — = | of Input Data
Generate Data "

] 1
1 1
1 1
CsV files | I - (|
1
, Gen_Data Inputs Training Trained Wel_ghl. ' 1
- 11 |[ANN Model) [ | ANN Model Normalization i
L Labels 1
—_— e 1 1

1
] 1
Testing for Hyperparameters,| 1 I
SNN Accuracy Weighs, bias... 1 1
1

1
1
' Trained Quantize the
1! ISNN Network SNN Parameters

4

128
ST
i—
)

Hinh 4.1. Nén tang Spike-McryptCores.

Hinh 4.1(b) minh hoa so d6 khdi phan ciing ciia nén tang Spike-
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MCryptCores, bao gom: (1) Phan cimg SNN: diéu khién qua trinh
tach/ghép dir lisu (MUX, DEMUX) va bat/tat cac 16i AES; (2)
DEMUX: B6 phan kénh cho dix liéu dau vao; (3) MUX: Bo ghép kénh
cho di liéu dau ra; (4) I-FIFO va O-FIFO lan luot 12 Bo dém dit liéu
dau vao va Bo dém dix liéu dau ra; (5) AESCs: gdm N 18i AES (AESC)
hoat dong song song. Luu ¥ rang sé luong 16i AES (N) c6 thé dugc
cau hinh ¢ giai doan thiét ké. Vi cau hinh phan cing do Phan mém
tao ra, kién triic phan ciang caa SNN c6 thé thuc hién dy doan sé 16i
can bat va dua ra cac tin hiéu dé kich hoat ching. Vi toan bo du doan
cta SNN c6 thé duoc thuc hién song song trén phan cimng nén hé thng
khéng can bat ky CPU chuyén dung nao dé thuc hién dy doan. Hon
nira, nhd ¢ chi phi phan cang thap va tiéu thy it nang lweong cia SNN,
bo diéu khién c6 kha ning tiét kiém ning luong va khong tao ra chi
phi dang ké vé dién nang va dién tich.
4.1.2. Thiét ké phan mém cho nén tang

Hinh 4.1(a) 1a mot so d6 thé hién qua trinh thuc hién bang phan
mém, bao gom hai giai doan chinh 1a giai doan tao dit lidu huan luyén
va giai doan huan luyén SNN. Muc dich cua phan mém Ia tao ra cac
kich ban c6 thé xay ra cua dit liéu dau vao. Cac kich ban nay dwoc sir
dung dé huan luyén mé hinh SNN va sau d6 tao ra cau hinh phan cing
SNN.
4.1.3. Kién tric phan cieng ca nén tang

Hinh 4.2 trinh bay kién trdc phan cting chi tiét ciia nén tang

Spike-McryptCores. Bo diéu khién SNN: Mé-dun nay s& thuc hién dy
doan s lwong 15i dugc bat / tit (bang cach bat/tit xung nhip cia mdi
16i AES). Md-dun ciing tao ra cac tin hiéu diéu khién cho DEMUX, I-
FIFO, AESC, O-FIFO va MUX.
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SNN CONTROLLER

Ky in [127:0]

Hinh 4.2. Kién tric phan cing caa Spike-MCryptCores.
4.1.4. Kién tric phan ctirng cho SNN

Hinh 4.3 trinh bay kién tric phan cang cua mot Phan tir xu 1y (PE)
va so d6 khdi cia SNN. Bong luc cia cac no-ron LIF duoc xt Iy boi
PE. Mdi PE bao gom mot bo Nhan va Cong (Multiply-and-
Accumulate MAC) don gian s& tich hop cac ddu vao cho no-ron trong
mdi budc thoi gian (time step).

Vreg Vthreshold
g O e oo
weight —L & o
b

Input g

00Z0
HIDDEN || peaout
LATER LAYER
COMPLEX

Hinh 4.3. Kién trdc phan cting caa SNN.
4.2. Két qua va thao luan
Trong phan nay trinh bay két qua danh gia ciia nén tang Spike-
MCryptCores. Bao gom danh gia két qua huan luyén véi mé hinh
SNN. Két qua trién khai phan ctng trén cdng nghé CMOS 45nm. Cong
sut tiéu thu caa phan cing Spike-MCryptCores ciing duoc so sanh
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VGi cOng suat tiéu thy caa MeryptCores (da trinh bay trong Error!
Reference source not found.) dé 1am noi bat vai trd cua Bo diéu khién
SNN trong hé théng.
4.2.1. Panh gia két qua phin cimg

Kién tric phan cung cua Spike-MCryptCores dugc thiét ké
bang ngdbn ngit md ta phan cing VHDL, dugc md phong va kiém
ching trén ModelSim. Céc cdng cu Synopsys Design Compile, Prime
Time va Cadence Innovus duogc sir dung dé phan tich cong suit tiéu
thu va thiét ké layout véi thu vien CMOS NANGATE 45nm.

Bang 4.1 trinh bay chi phi phan ciing cua cac mo-dun trong
Nén tang Spike-MCryptCores. Vi cau hinh N = 10 AESC, chi phi
dién tich cua nén tang Spike-MCryptCores 1a 0,992 mm?. Trong dé chi
phi dién tich cho cac AESC la 0,898 mm?, chiém 90,5%. Chi phi phan
cting cho cac md-dun DEMUX va MUX chiém 7,2%. Trong khi bo
diéu khién SNN chi chiém 2,3%. C6 thé thiy rang véi chi phi dién tich
rat nho nhung bo diéu khién SNN c6 thé du doan s6 18 va cd thé bat/tit
xung nhip ctua cac AESC phu hop véi toe do dir liéu dén dé tiét kiem
cong suat cua hé thong.
Bang 4.1. Két qua tong hop phan cing caa Spike-McryptCores.

Module Absolute Total Percent
(mm?) (%)
Spike-MCryptCores 0,992 100
AESCs 0,898 90,5
DEMUX + I-FIFO 0,036 3,6
MUX + O-FIFO 0,036 3,6
SNN CONTROLLER 0,021 2,3

Hinh 4.4 1a Layout va Floorplan cua Spike-MCryptCores véi
kich thudc 1200x1425 zm bao gdom cac md-dun chinh sau: AESC (10
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AESC) chiém phan Ién dién tich chip (90,5%), DEMUX+I-FIFO va
MUX+O-FIFO chiém 7,2%, va phan con lai 1a SSN Controller, chi
chiém mét phan nho (2,3%) trong chip.

| Bl e

< AES Core(d) 1|

AES Core(s) |
| |AEsCore(3) . AEsCore(s) |

AES Corel) it

Hinh 4.4. Spike-MCryptCores Layout& Floorplan.

4.2.2. Panh gia két qua huén luyén

Dir liéu chuan bi cho qua trinh training gom 2500 mau data va
label. Dir liéu nay duoc chia thanh 2 phan. Phan 1: chon ngiu nhién
400 mau dé kiém tra do chinh xac ciia md hinh huan luyén. Phan 2:
gdém 2100 mau con lai dung dé huan luyén.

Béng 4.2. Két qua huan luyén.

Network 8-3-11 8-5-11 8-10-11 8-15-11
ANN 95,82% 98,326% 95,81% 100%
SNN controller (32-bit) 89,29% 97,72% 95,67% 97,72%

SNN controller (8-bit)  89,29% 95,44% 96,58% 97,27%
Min Diff. (Prediction vs

Label) 1 1 1 1
Max Diff. (Prediction 11 1 +1 1
vs Label)

Theo Bang 4.2, do chinh xac cua bo diéu khién SNN (8-bit) Vi
cau hinh 8-5-11 14 95,44%, do d6 ty 1¢ 16i cia md hinh nay 1a 4,56%.
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Tuy nhién, trong nhitng truong hop du doan sai, sy chénh Iéch gitra
nhan va du doan chi 1a 1 don vi. Nghia 13, trong s6 4,56% dy doan
khéng chinh xac thi d6 léch ciing rat nho (bo diéu khién SNN du doan
it hon mét I18i hozc nhiéu hon mot 16i so véi nhan). Phan ctiing Spike-
AES c6 cac md-dun I-FIFO va O-FIFO & dau vao va dau ra ciia AESC,
Vi vy c6 thé giai quyét dugc cac van dé tic nghén do nhiing sai léch
trong du doan cua SNN. C6 thé chon mé hinh 8-10-11 hozc mé hinh
8-15-11 dé cai thién d6 chinh xéc 1én 96,58% hoic 97,27%:; tuy nhién,
do @6 phtc tap cuia phan cimg ciing tang 1én, luan 4n da st dung 8-5-
11 vi né mang lai sy can bang tbt nhat gitta d6 chinh xac va chi phi
dién tich.

Hinh 4.5 1a biéu d6 thé hién két qua huan luyén véi mé hinh mang
no-ron 8-5-11. M6 hinh c6 8 dau vao, 5 16p an va 11 dau ra. Voi md
hinh ANN, d6 chinh xac dat 98,326%, v&i m6 hinh SNN, d6 chinh xac
tang 1én theo budc thoi gian T va dat dén do b&o hoa véi do chinh xac
1én dén 100% & T = 16. Vi cac spike duogc tao ra trong qué trinh huan
luyén SNN duoc tao ngau nhién theo qué trinh Poisson, d6 chinh xéac
c6 thé thay dbi trong qua trinh suy luan. Luu ¥ rang mac 100% c6 thé
1a do tac dong ciia mot nhidu ngau nhién vi né giam xudng thap hon
sau 17 timestep.

100 ..98326% Max = 100% 1215

801

601

Accuracy(%)

404

201

SNN
---- ANN

0 T v v v v ' -
0.0 25 50 7.5 10.0 125 15.0 17.5

T
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Hinh 4.5. B chinh xac caa ANN va SNN sir dung mé hinh 8-5-11.
4.2.3. Panh gia hiéu ning ciia SNN Controller

Spike MAES BN MAES
Sin

Tan 4
Step_up_rand
Tan_rand 4

Linear

Square

Rand

Exp_rand

Saw
Inv_exp_rand
Linear_rand
Square_rand
Rectan_rand
Step_up
Rectan_step
Rectan_step_rand 1
Saw_rand
Sin_rand
Step_down_rand
Rectan
Step_down
Step_up_rand
Tan_rand 4

Rectan
Saw_rand
Average

50 100 150 200
Power (mW)

Hinh 4.6. Cong suat tiéu thu trung binh cua Spike-MCryptCores va
MCryptCores.

Hinh 4.6 trinh bay c6ng suat trung binh cua Spike-
MCryptCores va MCryptCores cho tat ca 24 kich ban. Cong suit tiéu
thu trung binh cta Spike-MCryptCores trong 24 kich ban dix liéu la
84,85 mW, trong khi v&i MCryptCores la 164,93 mW. Do d6, muc tiéu
thu nang lugng trung binh cua Spike-MCryptCores trong 24 kich ban
dir liéu bang 51,4% so vai ciia MCryptCores. Spike-MCryptCores dat
dugc kha niang diéu khién nhu mong doi. Do chinh xac diéu khién 1én
dén 95,44%. Trong 4,56% s6 mau 16i, sy sai léch chi 1a + 1 16i.

Bang 4.3 so sanh gitra giai phap cua luan an va cac giai phap
tiéu thu cong suat thip khac cho cac Hé thdng trén chip. Spike-
MCryptCores tiét kiém duoc toi da 67% trong khi cac phwong phap
sir sung DVFS khac chi c6 thé tiét kiém tdi da 51%. Cong trinh [11]
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sir dung k§ thuat ngit xung dong hd va thu dugc két qua cé thé so sanh

dugc. Tém lai, kién trdc cua lan an cho thiy mot cach tiép can dé giam

tiéu thy dién nang véi hiéu qua twong duong. Ciing xin luu ¥ rang so

Vi cac phuong phap khac, SNN cho phép linh hoat hon véi kha nang
dao tao lai dé thich ung vai céac tinh hudng méi.
Bang 4.3. So sanh mirc d¢ tiét kiém nang luong gitra cac mo hinh

thuét toan.
Work Technique Algorithm Platform Energy((l;oe)ductlon

C. Ababei Dynamic voltage Distributed (DVFS) CMOS-65nm - Maximum 50,0%
etal. [9] and frequency algorithm (TSMC)

scaling (DVFS)
H. Zakaria Dynamic voltage Programmable self- CMOS-45nm - Maximum 51,4%
et al. [10] and frequency timed ring (PSTR) (ST

scaling (DVFS) Microelectronics)
W. Chouchene Clock Gating Open Compute FPGA - Xilinx - Maximum 63,0%
etal. [11] Project (OCP) Virtex5 - Minimum 37,0%
P. Pande Dynamic voltage Producer - CMOS-90nm - Maximum 32,2%
etal. [12] and frequency Consumer FIFO (TSMC)

scaling (DVFS)
H.-P. Phan Dynamic voltage Fuzzy lo-gic CMOS-65nm - Maximum 43,0%
etal. [13] and frequency algorithm (TSMC)

scaling (DVFS)
This work Clock Gating Spiking Neural CMOS-45nm - Maximum 67,0%

Network (SNN)
controller

- Minimum 39,0%
- Average 48,6%

4.3. Két luan chwong

Trong chuong ndy, nghién ctru sinh da dé xuat hé thong Spike-

MCryptCores véi by didu khién no-ron cong suat thip. Spike-

MCryptCores bao gdm phan mém cho phép thiét k&, huan luyén va

kiém tra bo diéu khién SNN va phan ciing bao gébm nhiéu 16i AES
dugc diéu khién bai phan ciing SNN. Phan mém thiét ké dé huan luyén
cho SNN dat d6 chinh xac trén 95% chi vai mot 16p an duy nhat gom

5 no-ron va chi sai khac 1 16i so vi nhén trong truong hop cd 15i. Nén

tang dugc dé xuat chi chiém 7,6% chi phi dién tich cho b ghép kénh,
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bo phan kénh va FIFO khong ddng bo. Hon nita, bo diéu khién SNN
chi chiém 2,3% dién tich caa h¢ thong, con s nay 1a khong dang ké.
Véi bo diéu khién SNN, hé théng co thé giam tiéu thu ning lugng tir
39% dén 67% so véi McryptCores khong co bo diéu khién SNN. Vi
Spike-McryptCores, luan 4n da gidi thiéu mot phuong phap mai dé
thiét ké va diéu khién cac hé théng da 151 v6i chi phi cuc nho, do chinh
X4c cao va tiét kiém niang luong hidu qua.
KET LUAN VA HUONG PHAT TRIEN

Mat ma déng mdt vai tro quan trong trong viéc bao mat di liu
chéng lai cac cudc tin cdng va giam nguy co bi danh cip thong tin.
AES la mot trong nhitng thuat toan ma hoa khoa d6i xang phd bién
nhat. AES d nhan duoc su quan tim déng ké cua cac nha nghién ciu
trong nhitng nim gan day do c6 nhiéu tng dung trong truyén thong,
quan sy, ngan hang dién tir, v.v. Trién khai AES cd thé dugc phan loai
rong rai thanh trién khai phan mém va phan cang. So vai viéc trién
khai phan mém, viéc trién khai AES bang phan cing di dugc chimng
minh 1 cung cap kha ning bao mat vat ly tot hon, téc d6 cao hon va
tiéu thu nang lugng thap hon.

Tur nhitng nghién ciru, tim hiéu vé cac phuong phap thiét ké vi
mach hiéu ning cao, ludn 4n da dé xuét kién tric phan ctng don 15
cho thuat toan ma hoa AES va dat dugc bang thong 119,3 Gbps. Tuy
nhién dé dap ng nhu cau truyén thong bang rong theo cac chuan
truyén théng mai nhu IEEE P802.3bs 2017 véi toe do di lidu Ién téi
400 Gbps, luan 4n da xay dung kién tric phan cing da 161 AES. Kién
trdc phan cang da 13i gdm 10 18i AES hoat dong song song, tuy nhién
do duoc thiét ké st dung chung khéi Key Expansion nén ting duoc
hiéu qua st dung dién tich va hiéu qua sir dung nang lugng. Mac du
kién trac da 156i da dap tmg duoc nhu cau vé bing théng ngay cang cao
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ctia cac chuan truyén thdng hién dai, tuy nhién thiét ké AES da 15i van
chua duoc tdi wu hoa vé nang luong tiéu thu. Do toc d6 dir lidu dau
VAo tai céc thoi diém khéc nhau c6 thé khac nhau, vi vay tai nhiéu thoi
diém sé& c6 céc 18i khdng sir dung dén nhung van tiéu thu nang luong
v ich. Pé khic phuc nhuoc diém d6, ludn an da dé xuat bo diéu khién
SNN- mdt mé hinh tinh todn mang no-ron thé hé thir 3 va dugc md ta
la giéng vai hoat dong ciia ndo bo dé bat/tat cac xung nhip toi ting 16i
AES phu hop véi tée do dir lidu dau vao. Két qua 1a bo diéu khién
SNN c6 thé tiét kiém cong suit tiéu thu cho hé thdng tir 39% dén 67%.
Cac dong gop chinh cua luan an la:

- Dé xuat va thyc thi kién trdc phan cang AES don 16i cho cac
g dung théng leong cao va thoi gian thuc. Kién tric song song va
ky thuat duong ng duoc sir dung dé ting tbc do ma hoa va giam do
tré. Két qua trién khai phan cang trén cong nghé ASIC 45nm cho thay
thiét ké dat duoc thdng lwong cao 111,3 Gbps va ¢ d6 tré thap (12,6
ns). Céc két qua nay da duoc cong bd tai Hoi nghi ISCIT 2019.

- Bé xuét va thyc thi kién trdc phan ciing AES da 16i song song
c6 thdng luong ma hda cao. Bé giam thiéu chi phi vé dién tich va cong
suit tiéu thu, khdi KeyExpansion duoc chia sé giita cac 16i AES. Két
qua thyuc thi phan cing ching minh riang kién tric dat duoc théng
lwong 1én téi 1 Thps véi 10 16i AES trén chip. Cac két qua da duoc
cdng bé tai Hoi nghi APCCAS 2020 va trén tap chi JCSCE.

- D¢ xuat va thyc thi kién tric phan cang Spike-MCryptCores Véi
bo diéu khién no-ron cong suét thap dung dé diéu khién bat/tit xung
nhip cua céc 16i AES (clock gating). Spike-MCryptCores bao gdm
phan mém dé thiét ké, hun luyén va kiém tra bo didu khién SNN va
phan cting bao gdm nhiéu 16i AES va bo diéu khién chan xung nhip
SNN. Bo diéu khién SNN c6 thé gitp hé thong giam tiéu thu ning
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lwong tir 39% dén 67%. Véi Spike-McryptCores, luan &n di gici thiéu
mot phuong phap mai dé thiét ké va didu khién céc hé thong da 16i voi
chi phi nho, @6 chinh xac cao va tiét kiém nang luong. Cac két qua
nay dugc trinh bay trén tap chi IEEE Access (in review).

Hwéng phat trién:

Mic di SNN diéu khién clock-gating c6 thé giam téi 67% cong
Suit tiéu thy, nhung ciing c6 cac ky thuat tiéu thu cong suat thap khéac
nhu power gating hodc phan chia ty 1& tan sé dién ap dong (DVFS).
C6 thé dung SNN diéu khién Power gating dé ngit nguon cua cac mo-
dun hodc diung SNN dé diéu khién DVFS dé ti uvu hoa ning luong
tiéu thu cua hé thdng. Ca hai céch tiép can déu duoc coi la cac cong
viéc trong tuong lai va SNN c6 thé 1a giai phap phu hop.

Trong luan an nay, st dung phuong phap huan luyén ngoai tuyén
cho SNN do d6 van khdng thé thyc hién diéu chinh trong qua trinh
hoat dong (trc 1a nhan ra cac truong hop kém hiéu qua va diéu chinh
SNN). Néu cac nha thiét ké muén huin luyén truc tuyén, c6 hai giai
phap: (1) sir dung CPU chuyén dung dé thu thap dir liéu va dao tao
SNN, va (2) str dung phuong phap hoc truc tuyén dan hdi xung thoi
gian (STDP). Cach tiép can thir hai 1a mét trong nhitng cong viéc trong
tuong lai cua nhém nghién ciu nham cung cap kha nang diéu chinh
hé théng truc tuyén.
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